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Reputational Harm from a Privacy Breach
Two Questions that will come up after a data breach

 What Happened?

e How do we fix it?

Failure to fully answer these questions can prove to be disastrous
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SafeNet Survey
4500 Respondents
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Reputational Harm from a Privacy Breach
Target “Buzz Score”

Buzz: Target, Big Holiday Retail Chain
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Target Earnings Slide 46% After Data Breach — WSJ 02/26/14
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Reputational Harm from a Privacy Breach
Munich Re Survey

» Almost two-thirds of company risk managers believe the theft or loss of
confidential customer and business information would inflict the greatest
harm on their organization’s reputation, a recent survey conducted by
Munich Re and HSB has found.
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Ponemon November 2011 Study
Respondents’ Perception About Reputation And Brand Image

Our organization’s reputation is one of our most ‘;
important and valuable assets. -
Our organization’s reputation and brand image are _
inextricably linked. —_
Our organization’s senior executives contribute to _—
reputation and brand image.
Our organization’s good business practices contribute _—
to reputation and brand image. —— ——  — FF  ———  —————————— =~
Our organization’s market leadership contributes to g
reputation and brand image.
O oG zator s rep o and brand Image I s N IS
critical to its sustainability.
practices contribute to reputation and brand image.
Our organization’s rank-and-file employees contribute _—
to reputation and brand image. [
resilient and can withstand negative events. l
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= Strongly agree & agree combined response ® Strongly disagree, disagree & unsure combined respo
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Ponemon November 2011 Study
Estimate of the Economic Value of Respondent Organization’s
Reputation or Brand Image

Extrapolated-value ($ millions) = $1,558
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Ponemon November 2011 Study
Estimate of the Economic Value of Respondent Organization’s Reputation

or Brand Image as a Percentage of its Annual Gross Revenues

Extrapolated percentage value = 152%

> 5X ! 3%
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Ponemon November 2011 Study
Would this Scenario Affect the Economic Value of Your Organization’s

Reputation for Brand Image”?

Percentage Yes response

Loss of 100,000 customer records — 81%

Loss of IP (a few high value files) [ s0%
Loss of 100,000 employee records _ 51%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

MARSH & McLENNAN AGENCY LLC March 4, 2015 8



—

Ponemon November 2011 Study
What Is Your Best Estimate of the Diminished Value of Your Organization’s

Reputation or Brand Value as a Direct Result of this Incident?

Ex-trapolated average percentage values

Loss of 100,000 customer records [ 21%

Loss of IP (a few high value files) IR 18%
Loss of 100,000 employee records _ 12%
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Ponemon November 2011 Study
How Quickly Could Your Organization Restore Its Reputation Or Brand
Value After This Incident?

Extrapolated average values in months

11.8

Loss of 100,000 customer records

Loss of 100,000 employee records 8.1

Loss of IP (a few high value files) 7.9
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Ponemon November 2011 Study
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What Steps Would Your Organization Take To Restore Its Reputation Or

Brand Value After This Incident?

Conduct investigations and forensics
Work closely with law enforcement

Immediately respond to the incident

Protect breach victims from potential harms such
as identity theft

Conduct employee training and awareness
program

Procure enabling security technologies to prevent
future exposure

Perform breach victim outreach campaign

Provide breach victim with free or discounted
products or services

Engage consultants to help remediate problems
or gaps in systems

Engage public relations and communications firm
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Ponemon November 2011 Study
Did Your Organization Ever Suffer From a Data Breach Involving The Loss

Or Theft Of Sensitive Or Confidential Customer Information?

Suffered a data breach involving the loss or theft
82%

of customer records R
Suffered a data breach involving the loss or theft

: 75%

of intellectural property oo

Suffered a data breach involving the loss or theft _ 46%

of employee records [ i
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Ponemon November 2011 Study
How Many Times Did Your Organization Suffer From A Data Breach

Involving The Loss Or Theft Of Customer Information Over The Past 2
Years?

Frequency of data breach involving the loss or theft
of intellectual property over the past 2 years

Frequency of data breach involving the loss or theft
of customer records over the past 2 years

Frequency of data breach involving the loss or theft
of employee records over the past 2 years
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Ponemon November 2011 Study
How Did This Impact Your Organization’s Reputation Or Brand Image?

Significant and moderate impact re.spons'e combir‘;ed

Reputation impact resulting from the loss or theft
of customer information

Reputation impact resulting from the loss or theft
of intellectual property

75%

Reputation impact resulting from the loss or theft _ 239
of employee information ?

L] | T L] | 1
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Ponemon November 2011 Study
Did Your Organization Have An Incident Response Plan For Customer

Data Breaches Before And After The Breach Event?

90% -
¢ 76% 80%

80% -
70% -
60% -
50% -
40% -
30% -
20% -
10% -
0% -

54%

Customer information loss Employee information loss Intellectual property loss

" Incident response plan was in-place before the breach

" Incident response plan was in-place after the breach
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Ponemon November 2011 Study
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Factors That Contribute To The Organization’s Reputation

Very important & important response combined

Financial health and stability

Product or service quality

Internet and social media communications
The company’s leadership

The company’s history or legacy
Product or service innovation

Human resource and hiring practices
Customer or vendor support

Advertising and marketing practices
Privacy and data protection practices
Compliance with policies and regulations
Positive work environment

Charitable, social and environmental activities
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Ponemon November 2011 Study
In The Context Of Protecting Your Organization’s Reputation And Brand,

How Important Are Privacy And Data Protection Practices?

60% -

51%

50% -

41%

40% -
30% -
20% -
10% - 5% 39

] |

Very important Important Not important Irrelevant

0%
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Reputational Harm from a Privacy Breach
Available Coverage That Can Address “What Happened” And “How Do

We Fix It”

» Privacy Notification Costs — Costs to comply with a Breach Notice Law to
include:
- A forensic analysis of the breach by a computer security expert

- Provide notification to those who must be notified by law and, at the
iInsurance discretion, notify others who are required under at least one
breach law who have or are believed to have their PINI breached

- A sub limit for public relations costs
- One year or more of credit and identity monitoring and the mailing and
other reasonable costs for the administration of the program

- Crisis Management and Public Relations as a standalone separate
section and limit
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AGENCY

This document and any recommendations, analysis, or advice provided by Marsh & McLennan Agency LLC (collectively, the “Marsh & McLennan Agency Analysis”) are intended solely for the
entity identified as the recipient herein (“you”). This document contains proprietary, confidential information of Marsh & McLennan Agency and may not be shared with any third party, including
other insurance producers, without Marsh & McLennan Agency’s prior written consent. Any statements concerning actuarial, tax, accounting, or legal matters are based solely on our
experience as insurance agents or brokers and risk consultants and are not to be relied upon as actuarial, accounting, tax, or legal advice, for which you should consult your own professional
advisors. Any modeling, analytics, or projections are subject to inherent uncertainty, and the Marsh & McLennan Agency Analysis could be materially affected if any underlying assumptions,
conditions, information, or factors are inaccurate or incomplete or should change. The information contained herein is based on sources we believe reliable, but we make no representation or
warranty as to its accuracy. Except as may be set forth in an agreement between you and Marsh & McLennan Agency, Marsh & McLennan Agency shall have no obligation to update the
Marsh & McLennan Agency Analysis and shall have no liability to you or any other party with regard to the Marsh & McLennan Agency Analysis or to any services provided by a third party to
you or Marsh & McLennan Agency. Marsh & McLennan Agency makes no representation or warranty concerning the application of policy wordings or the financial condition or solvency of
insurers or reinsurers. Marsh & McLennan Agency makes no assurances regarding the availability, cost, or terms of insurance coverage.
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