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What is the NJCCIC?

The State’s clearinghouse for information sharing, threat 
intelligence, best practices, and incident response

• Consists of OIT, NJSP, OHSP and Federal Partners
•Multi-disciplinary, holistic approach to cybersecurity
• Promote statewide awareness of cyber threats
• Facilitate widespread adoption of best practices
• Collaborate with public and private sectors with the 

goal of making NJ more resilient to cyber attacks
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General Threat Trends
• External threat environment increasing
• Credential compromise is the key to the kingdom

- Phishing email is the #1 attack vector for credential compromise
• 91% of all phishing emails attributed to organized crime groups
• Purpose of phishing is to gain a foothold and compromise 

credentials
• CEO/CFO whaling losses increased exponentially 

- Vulnerability exploitation
• Avg. 30 days before a known vulnerability is exploited
• Most attacks focus on old unpatched vulnerabilities

• Distributed Denial of Service Attacks 
• Crimeware/Ransomware is rising – as payments are made ransomware 

will continue to increase in frequency and business impact.
• Cyber Hygiene
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“Think Like a Criminal” Framework

Attacker
Means
Motive

Opportunity
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The Who And The Why
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Security Ecosystem: Indictments of 
Iranian Nationals for SamSam 

Ransomware Attacks
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Indictments of Iranian Nationals for 
SamSam Ransomware Attacks

“To execute the SamSam ransomware attack, cyber actors 
exploit computer network vulnerabilities to gain access and 
copy the SamSam ransomware into the network. Once in the 
network, these cyber actors use the SamSam ransomware to 
gain administrator rights that allow them to take control of a 
victim’s servers and files, without the victim’s authorization.”

US DOJ
• Hollywood Presbyterian Hospital
• City of Atlanta
• Colorado Department of Transportation
• City of Newark, NJ
• Port of San Diego
• Hollywood Presbyterian Hospital
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Credential Compromise

•Credentials are the keys to the kingdom
•Less than 35% of users have unique passwords 
across sites

•28% of organizations provide multi-factor 
authentication (MFA)
•78% of users within organizations that provide MFA 
hate it
•Privileged access: “Do as I say, not as I do”
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Beyond Account Takeover
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Supply Chain Security
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Convergence

Convergence
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Intelligent Traffic Systems
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NJCCIC Services

• Threat Intelligence – alerts, advisories, bulletins, threat 
briefings

• Best Practices

• Incident Response Support

• Training

•NJCCIC Affiliate Program (2019)

•US DHS, MS-ISAC
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Best Practices for Managing Risk

•Aligned with Statewide Information 
Security Manual

• Self-Assessment covering 33 Control 
Areas

•Allows organization and NJCCIC to 
identify risks and establish strategies 
and tactics to manage them

NJCCIC Cybersecurity Program Controls Assessment
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NJCCIC Cybersecurity Program 
Controls Assessment
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