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NJCCIC
New Jersey Cybersecurity & Communications Integration Cell

The State’s clearinghouse for information sharing, threat 
intelligence, best practices, and incident response

• Consists of OIT, NJSP, OHSP and Federal Partners
• All Threats/All Hazards
• Promote statewide awareness of cyber threats
• Facilitate widespread adoption of best practices
• Develop public and private sector partnerships with the goal 

of making NJ more resilient to cyber attacks

NJCCIC
New Jersey Cybersecurity and Communications Integration Cell



Cyber Threat Landscape

• Threat environment is increasing

• Growing dependence on technology and devices/systems 
results in increase of attack surface

• Bar to carry out crippling attacks is low

• Locally ubiquitous nature of Internet

• Top Threat Vectors:
-Email – phishing/malspam
-Credential Harvesting
-Infrastructure and application vulnerabilities



Common Threats/Uncommon Impacts



“Think Like a Criminal”



Attacks Against Garden State Network

September 2019

Critical 108,551

High 187,8231

Medium 8,189,698

Low 48,289

Total 8,534,361



NJCCIC Weekly Bulletins and Alerts
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Credential Compromise



• Credentials are the keys to the kingdom
• Less than 35% of users have unique passwords across sites
• 28% of organizations provide multi-factor authentication 

(MFA)
• 78% of users within organizations that provide MFA hate it
• Privileged access: “Do as I say, not as I do”

Credential Compromise



MS-ISAC

NJCCIC

NJCCIC Membership

USSS FBI DHS

Public – Private Partnerships



Notification to Schools

383 K12 NJ - Username/Pwd Combinations

MS-ISAC

Virus Total

NJCCIC

NJCCIC Membership

Possible 
Account 

Compromise

Public – Private Partnerships



NJCCIC

1.4 Billion Username/Pwd
Combinations

Email Address: Password

Source – Multiple: Compiled 
from numerous data 

breaches over the past 
several year

Credential Compromise



Ransomware
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www.cyber.nj.gov/threat-profiles/ransomware

Ransomware Risk Mitigation Strategies



Cybersecurity in the 4th Industrial Revolution



Cyber-Physical Convergence

The 4th Industrial Revolution



Intelligent Traffic Systems



Intelligent Traffic Systems







Achieving Digital Resilience



Cybersecurity Program Components

DE
TE

CT

Threat Management
Continuous Monitoring; 

Security Operations; Penetration 
Testing. RE

SP
O

N
D Incident Management 

&
Forensics

Respond and Investigate Incidents. RE
CO

VE
R Continuity of Operations 

&
Disaster Recovery

Backup/Recovery; Fail Over; Restore.

PR
O

TE
CT Data Protection

Data at Rest and In Transit; 
Networks, Systems, Applications.

Identity & Access Management
Ensure Only Authorized Users Have Access to 
Resources; Privileged Identity Management.

Vulnerability Management
Identify and Remediate Weaknesses in 

Systems and Applications.

ID
EN

TI
FY

Risk Management
Identify and Protect Most Critical 

Systems; Third Party Management. 

Compliance Management
Demonstrate Fulfillment of Statutory, 

Regulatory, and Contractual Obligations.

Security Architecture
Configuration Management; Security 

and Privacy by Design.

Governance
Alignment of Security Program with Business Objectives, Program Management, Policies/Standards, Finance, Metrics.

CH
AN

GE Culture and Change Execution
Tone from the Top; Champion and Sustain Change Across Organization; Talent Management; Security Awareness.



• Derived from Industry Standards: NIST CSF, NIST 800-53, 
CIS Top 20 Controls, etc.

• 37 Control Areas

• Applicable to all information assets owned, leased, 
licensed, managed, or used by Executive Branch agencies 

• Published: March 2018

Intended to assist organizations in applying a risk–based approach to information 
security while establishing the required behaviors and controls necessary to protect 
information technology resources, secure personal information, safeguard privacy, and 
maintain the physical safety of individuals.  

Statewide Information Security Manual



• Program Management

• Organizational Security

• Compliance

• Personnel Security
• Security Awareness and Training

• Rules of Behavior

• Risk Management
• Privacy

• Information Asset Management

• Security Categorization

• Media Protection
• Cryptographic Protection

• Access Management

• Vulnerability and Patch Management

• Continuous Monitoring

• Security in Software Development

• Security for Publicly Accessible 
Websites and Services

• Project and Resource Management

• Capacity and Performance Planning

• Third Party Management

• Security Assessment and Authorization

• Exception Management
• Physical and Environmental Security

• Contingency Planning

• Incident Response

• Identity and Authentication

• Remote Access

• Security Engineering and 
Architecture

• Configuration Management
• Endpoint Security

• Embedded Systems

• Mobile Device Management

• Network Security

• Cloud Security
• Change Management

• Information Asset Maintenance

• Threat Management

Statewide Information Security Manual Control Areas



NJCCIC Cybersecurity Program Controls Assessment



• All Threats/All Hazards 

• Collaborate or Perish – One Team/One Fight

• Prioritize information assets based on risks

• Security and Privacy by Design

• Develop Culture of Cybersecurity

• Test continuously to improve incident 
response  

Achieving Digital Resilience



NJCCIC Services
Presentations and Training

Threat analysis

Threat profiles

Cyber Risk Self-Assessment

Weekly Bulletin

Be Sure to Secure

NJCCIC Services

Incident Reporting/Response



Connect with the NJCCIC

1-833-4-NJCCIC

NJCCIC@cyber.nj.gov

@njcybersecurity

www.cyber.nj.gov


